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Conectar TAXIl Feed’s externos

Guia para conectar TAXIl Feeds de fuentes de terceros, gratuitas o pagas,
cloud u onprem.

EDSI Trend Argentina.
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Desde V1 nos dirigimos a:

THREAT INTELLIGENCE > THIRD PARTY INTEGRATION > TAXII FEEDS

Risk Overview ®E

RISK INDEX

THREAT INTELLIGENCE

Campaign Intelligenc

Intelligence Reports

ect Management S
Sandbos ysis
Third-Party Intelligence

Devices

Risk level: -

Risk Summary

En la siguiente pestafia, se nos desplegara los distintos TAXII Feeds que tengamos configurados.

Si no tenemos ninguno, simplemente clickearemos en el apartado "ADD".

7
ision ONe™ | Third-Part, eeds (202300181858 (UTCs0000) @ [ trend

Last polled
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En el siguiente apartado, vamos a encontrar distintas configuraciones que deberemos tomar de
nuestro servidor de TAXII Feed o, en su defecto, de algun TAXII Feed cloud.

Trend Vision One™ | third-Party Integration » TAXIl Feeds > Add

Enable access to the following FQDN/IP addresses for your deployment region in your TAXII server:
Public IP FQDN

3.228.232.2 tpi-extemnal-us.xdr.trendmicro.com

General

Use CA certificate
Speafy authentication credentials

Server requires client authentication

Collections

Collection

Polling criteria
Every day
Poll information for: Last 7 days

Cancel
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NOTA: Recordar que si queremos configurar un TAXII Feed Onprem, debemos
arantizar gue el mismo logre tener acceso a URL’s de Trend Micro.

Enable access to the following FODN/IP addresses for your deployment region in your TAXIl server:

Public IP FQDN

3.228.232.225 tpi-external-us.xdr.trendmicro.com

Como ejemplo, tomamos el TAXII Feed gratuito de Alienvault, el cual dispone versién 2.1.

Fuente: https://otx.alienvault.com/api

The OTX DirectConnect APl allows you to easily synchronize the Threat Intelligence available in OTX to the tools you use to monitor your environment.
Using the DirectConnect agents you can integrate with your infrastructure to detect threats targeting your envirenment. If there is no pre-built agent fer DirectConnect APl U sage
the products you are using, leverage the DirectConnect SDK (available in Java and Pythen) to develop your ewn integration for the community.
Your OTX Keyh 0b230b83d78735b5a76¢033952554dbdb033 | b
Resources Docs TAXII Example API Uses Using APL: %

OTX can act as a TAXIl server, making it possible for you to consume pulses via any TAXII client that you prefer.

Connect to AlienVault USM™ or
Getting set up AlienVault OSSIM™

To consume the OTX STIX/TAXI feed you'll need to enter the following details into your TAXII client:
Discovery URL: https://otx.alienvault.com/taxii/discovery

Username: (Your AP key)

Password: (put anything here, passwerd is ignored)

Already using AlienVault USM or AlienVault OSSIM? If so, use your OTX APl key
with USM / OSSIM and get the benefits of the DirectConnect API
immediately.

How are you using STIX/TAXII?

Don't have AlienVault USM? Try AlienVault USM.
Despite a mammoth specification, we found there is little standardisation in the way TAXII client implementations work. For example,

some clients will poll for updates every minute, some every hour. Some clients do nat properly do "paging" of results. Let us know if our
implementatien isn't werking for your client, or if you have any questions or suggestions.

Alli, encontraremos el paso a paso para poder conectar el TAXII Feed gratuito a la consola de V1.

Nos indica paso a paso:

Crear una cuenta en Alienvault.

Definir la versidon de TAXII en 2.1

Utilizar el Discovery URL (EI portal de alienvault trae la url 1.0, la URL correcta la detallaremos a continuacién).
Utilizar el API Key generado con la cuenta de Alienvault como Username en V1.
Utilizar un * como password para autenticar en V1.

AW e
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https://otx.alienvault.com/api

Trend Vision One™ | Third-Party Integration » TAXII Feeds » Add

P A i LA LT B L UL L T LR L AR

General

Status;
TAXI version: 2.1

Discovery URL httpsy// | otcalienvault.com/taxi-discovery-senice/

Description:

Use CA certificate
~ Specfy authentication credentials

User name: 0b230b383d78795b5a76c033952554dbdb033cal8f928 Taal06b554cf859565%
Password.
Server requires client authentication
Collections
Q, Discover

Collection

Una vez cargado los campos, si hacemos click en Discover podemos identificar cuales son los
indicadores de compromiso que se traeran a la consola de V1.

Collections
Q, Discover
Collection
Open Threat Exchange TAXIl Server
Collection name 7 Extract and block suspicious objects () Run an auto sweep (1)

Your pulse subscription
Data feed for user: AlienVault

Data feed for user: Mauricio 140092001
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Q) Discover

ction

Open Threat Exchange TAXII Server

Collection name 7 Extract and block suspicious objects Run an auto sweep

Your pulse subscription
Data feed for user: AlienVault r .

Data feed for user: Mauricio14092001

Seleccionado la cadena de IOC’s que vamos a querer traer a V1, podemos modificar el tipo de
indicador que queremos que se cargue;

Your pulse subscription
o Data feed for user: AlienVault

Data feed for user: Mauricio14092001

Object Type Settings

Select the types of objects to extract and add to
the Suspicious Object List as high-nsk objects
with Blode/Quarantine action applied.

Domain
Sender address
IP address

File SHA-1

File SHA-256
URL

Finalmente, resta configurar en qué momentos o en qué horario se realizara la busqueda de I0C’s
y cuando se cargaran a V1.

Polling criteria

Every day

Last 7 days
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pe=— Para validar que efectivamente se estén cargando los IOC’s, podemos corroborarlo en el apartado
de Suspicious Object List;

Suspicious Object List  E
4 Add | | Lastupdated: Al
Expiration s s n updated

2023-04-18 09:1559

2023-04-18 091558
Block/ Quarantine: 2023-06-17 061540 Third-party inteligen...  otcaliena o Data feed for user: AlienVault 2023-04-18 061548
Block / Quarantine: 2023-06-17 06:1540 Third-party inteligen... o a Data feed for user: Alien\Vauit 2023-04-18 06:1548
Block / Quarantine: 2023-06-17 06:1540 Third-party inteligen... o Data feed for user: Alien\Vauit 2023-04-18 061548
Block / Quarantine 2023-06-17 06:1540 Third-party intelligen... ot ... | Datafeed for user: AlienVault 2023-04-18 06:1548
Biock / Quarantine: 2023-06-17 06:1540 Third-party inteligen...  otalie Data feed for user: AlienVault 2023-04-18 06:1548
Biock / Quarantine: 2023-06-17 061540 Third-party inteligen...  otalienva afee Data feed for user: AlienVault 2023-04-18 061548
Block/ Quarantine: 2023-06-17 061540 Third-party inteligen.. o Data feed for user: AlienVault 2023-04-18 061548
Block / Quarantine: 2023-06-17 06:1540 Third-party inteligen... o Data feed for user: Alien\Vauit 2023-04-18 06:1548
Block / Quarantine 2023-06-17 06:1540 Third-party intelligen...  otiale ... | Datafeed for user: AlienVault 2023-04-18 06:1548
Biock / Quarantine 2023-06-17 06:1540 Third-party inteligen...  otalienva 2 fee Data feed for user: AlienVault 2023-04-18 06:1548
Biock / Quarantine: 2023-06-17 06:1540 Third-party intelligen... ot Data feed for user: AlienVault 2023-04-18 06:1548
Biock / Quarantine: 2023-06-17 061540 Third-party inteligen.. o Data feed for user: AlienVault 2023-04-18 061548
Block/ Quarantine 2023-06-17 06:1540 Third-party inteligen... u « Data feed for user: Alien\Vauit 2023-04-18 06:1548
Block / Quarantine: 2023-06-17 06:1540 Third-party inteligen... o Data feed for user: Alien\Vauit 2023-04-18 061548

Block / Quaranine: 2023-06-17 06:15:40 Third-party intelligen... o r.. | Datafeed for user: Alienvautt 20230418 06:15:48
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Block/ Quarantine 2023-06-17 06:15:40 Third-party intelligen...  ox Data feed for user: Alien\Vault 2023-04-18 06:1548
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