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 PACFile

 Enforcement Agent
Primeros pasos
Politicas y sus mejores practicas
Recapitulacion






Trend Micro Web Security Standard/Advanced

Web Security Standard Web Security Advanced

On-premises, cloud o ambos Predictive ML

Descifrado HTTPS Cloud sandboxing

Filtro de URLs DLP

Control de Aplicaciones Cloud app access control*
Servicio de Web Reputation Filtros de servicios en la nube
Antimalware Control de cuentas basado
Anti-botnet en funciones

Logeo/Reportes Syslog/SIEM
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Tecnologia nube de para la deteccidn de
amenazas de ejecucion local. Utiliza algoritmos
matematicos para predecir si un archivo es
malicioso o no.

Los archivos son filtrados antes del envio a la
sandbox para mayor eficiencia y menor cantidad
de falsos positivos. Trackea y analiza muestras
para detectar objetos sospechosos, proveer
blacklists y ayudar contra malware de dia 0.

N4

Utiliza templates para resguardar bienes
digitales contra descuidos o fuga de
datos deliberados.

El filtrado de organizacion web puede
ayudar a tu organizacién para el control
de acceso sobre servicios nube.

Por ejemplo, permitiria el acceso de
Office 365, G Suite y Dropbox
unicamente con credenciales de
dominio.




Planeamiento &
Instalacidon de Gateway
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Configuracion de Gateway Virtual

Trend Micro™ Web Security

Dashboard I Gateways 5 Logs & Reports Administration

al Gateway

Gateways

Basic Information Authentication

User authentication: & Captive portal -
Gateway Name Add Virtu Gatem" Guest access: [] Allow guest logon using captive portal
Guest port: [ Allow guest access on port 8081 without authentication

~ Advanced Settings

Basic Information Authentication
Bypass authentication: Enable m
Name: Test Trend Argentina
Description:
ﬁ Cancel
Gateway type: Virtual
Status:
Time zone: (UTC-03:00) Buenos Aires ~

Static IP address: @

Add Virtual Gateway

Basic Information Authentication

Private IP addresses are not suppo

User authentication: @ Transparent authentication v

Guest access: (] Allow guest logon using captive portal

Transparent authentication failure:  [_] Allow automatic logon as guest users

Guest port: [ Allow guest access on port 8081 without authentication

~ Advanced Settings

Bypass authentication: Enable m
e
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Instalacion de Gateway On-Premise

#® Trend Micro Web Security x - W — ul X
« > C & adminportal-se.iws-hybrid trendmicro.com/basic/gateway. html W a © & O % 0 . i
™ gmail  E Outlook @ SAT @ Edsi Wikia Q Translate @ Partners @ IWSVA /B Vision one @ CAS Deep Apex One Trend Micro Herramientas utiles /8% TMES

TREND. ' Trend Micro~ Web Securit Welcome Rodrigo Torrez  Help 1Slarted  Log Off

p—

————
Gateways Logs & Reports

atoway successfully

Gateways
= Add Virtual Gateway  =Add DI‘I-P.’C#ES Gateway [ Search
Gateway Name Gateway Type Description Status IP Address User Authentication Last Communication Time Action
No dala available
10/ page v

Q Buscar
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Sincronizacion con AD




Modo de vinculacion AD

* Directa

* Agentes

* Microsoft AD FS
* Azure

e (Okta
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Directa

Active Directory
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Servers
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Directory
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Agente

Active Directory

Synchronization

Authentication
Servers

TMWS Datacenter 1

Authentication

User B
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AD Federation Services
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Formas de redirigir el
trafico






Manejo de “Proxy.pac”s

* Consola de gestidon basica / Opciones Avanzadas

MWS pac file

1

2

3 - function islocalip(ip) {

4 return isInNet({ip, "127.8.8.8"
Add PAC File § isInNet(ip, "169.254.4.

[

7

8

a

isInNet(ip, "10.9.0.8",
isInNet(ip, "192.18.8.8",

PAC file name: Curso - TMWS Trend isInNet(ip, "172.16.8.8",

Description: Test 1
12 = function FindProxyForURL{url, host) {

13
— 14 var DefaultScanner = "PROXY proxy.iws-hyb .trendmicro.com:88; DIRECT";

v "p oy iws -hy rendmic :80;
Bypass proxy for these hosts & domains: o i; \:’:: :1;:?:;:2:Er - HD;{:XETEIED .iws-hybrid.trendmicro.com:88; DIRECT";
17 var DNSHeedResolve =
Note: *example.com matches example.com and all of its subsites. 18- var SkipHosts = [
* 19 "*.google.com",
: google.con;l Delete 2@ "*.google.co.*",
google.co 21 "%, google.com.*",
* google.com.” 22 ndowsupdate .microsoft.com”,
windowsupdate.microsoft.com 23 "% windowsupdate.microsoft.com®,
* windowsupdate. microsoft.com 24 "#_ update.microsoft.com”,
* update. microsoft.com 25 TE ‘Fdnwstpdat& com®,
* windowsupdate.com 26 “download .microsoft.com”,
download microsoft com 27 "’\tsg\‘\)icapag .microsoft.com”,
28 "officecdn.microsoft.com”,
mseN\cepa_ck.mlcrosoﬂ.com 29 "officecdn.microsoft.com.edgesuite. net”
officecdn microsoft com - 30 1
31
32~ if (isPlainHostName(host}) {
33 return "DIRECT";
34 3
35 -
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Enforcement Agent

e Este agente fuerza al usuario final a utilizar el “proxy.pac” designado, tanto por
configuracion de Windows, como por diferentes navegadores.
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Status

License Information
SERVICE DEPLOYMENT
PAC Files
Policy Backup & Restol
Mobile VPN
Enforcement Agent
USERS & AUTHENTICATION
Directory Services
Hosted Users
ADMINISTRATOR ALERTS
Account Setup ©

Administrator Alerts

Enforcement Agent

Enforcement Agent:

Default Agent Settings

m L

Install the default agent application on each end-user computer to ensure TMWS proxy enforcement.

Agent platform:

Agent tray icon:

Forbidden browser(s):

Uninstall agent password:

Hosted PAC file:

Proxy port:

| | Download agent installer:

Disable Agent

Show status

trendmicro
proxy.pac v

2080

Windows Download

Use an agent access key to temporarily disable the agent. The access key expires after a specified time period.

Agent access key:

beb0 bc31 | 3fa4dfD
Expires: 09/16/2020
Created: Sun 13 Sep 2020 08:15:56 PM GMT

Create Access Key

Save the access key to your computer, and provide it to end users to

584b804222a52

Copyright (C) 2019

TMWS Account

Login user:

PAC File Name:

" Enforcement Agent, Version

3.3.0.2973

Not logged in
Log out

proxy.pac

& Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings

lse automatic configuration script

Address | 1/127.0.0., 1:8080/pac/proxy.pac.0d ‘

Proxy server

O Use a proxy server for your LAN (These settings will not apply to
dial-up or YPN connections).

80 Advanced

Bypass proxy server for local addresses
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Implementacion

* Registrar Dominio vy verificarlo
e Crear un usuario administrador
* Registrar usuarios

* Creacion de politicas
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Consola



Logs & Reports




¢Qué registros vamos a ver?

* El cumplimiento de politicas
* Navegacion por usuario/dominio
* El analisis de los objetos sospechosos

* Elingreso y modificaciones a |la consola
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iMuchas gracias!
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