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Objetivos del Curso

Definir las Problematicas que aplican a la Infraestructura de Correo comunes

a cualquier organizacion.

Administracion e Interaccion con Herramientas de Correo.

Monitoreo & Administracion de las cuarentenas, incluyendo

Generacion de y de eventos desde la consola.




La mayoria de los ciberataques provienen del

Malware Social Engineering Attack
Delivery Method Delivery Method
6% Web and 4% Web and
others others
94% 96%
Email Email




usiness tmail Compromise (BEC) Attacks

Makx,

|

|

¢Como estas? Hay algo en lo ‘ El nombre del remitente |

que necesito tu ayuda, avisame ‘ del correo electrénico I

si estds menos ocupado para W A el '

padop entrante coincide conel |

— darte los detalles A _ , |

— ejecutivo pero no con el -

L] ’ . [ I
El impostor envia un Saludos, estilo de escritura i
correo electronico a !
"Max" haciéndose pasar L e 1

por "Eva"

Usuario suplantado,
lIEVaII




based Detection

Routing behavior e
: , Mimics the
e
High-profile user similarity decision ma Ing

of a security
expert

Compares a suspected
impersonation to Al
model of high-profile
user’s writing style

Behavior

Financial impact

Urgency

EXPERT MACHINE MACHINE
RULES LEARNING LEARNING
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*  Hundreds of millions of sensors

TREND MICRO » 2 trillion threat queries yearly
@ SMART * Correlates files, IPs, URLs, TLILL 2
Protection vulnerabilities, and more
Network™ * Blocks 250M threats daily

If URL marked as

A suspicious, Trend
URL reputation |

T Real-time Micro_ Email Security
check ! I URL analysis submits it to s_andbox
: : analysis

I
. '

Trend Micro
m"""’ Email Security "'@""’

Stops time bomb attacks

Blocks most attacks




URL has NO
reputation
Rewrite URL to point to
Trend Cloud

Evalua las URL no solo

cuando se reciben por m . p—
Mail

primera vez sino Internet e Endpoint

Check URL
Reputation
Check URL hen Clicked
Reputation
In real time

también cuando se

accede a ellas.

No Risk

Risk!




SMART: Unique Blend to Protect Email

Sender Authentication & Reputation
Spam Content Analysis & Correlation
Anti-Malware & URL Reputation

m m m m m Machine Learning (Anti-Malware)
Machine Learning & Expert Sys :

Q

(Fraud/BEC)

Document Exploit Detection / Macro

W EWSIS
Writing Style Analysis (Fraud/BEC) = _
Safe emails Malicious emails

glleved Sandbox Analysis (File and URL) blocses

A Real-time URL Analysis at Click Time




Email Gateway - SaaS
[Trend Micro
Email Security]

] Office 365

L O <
GSuite % OOX

Drophox

Service Integration -
Saa$s
[Cloud App Security]

Free Phishing
Simulation &
Education Service
[Phish Insight]




Email Solutions

mail Security




) Trend Micro Email Sec

On-premises

Microsoft Office 365

o " “vJ / (W

Cloud / Hosted

™ mnmila A e
(S |..' '.] i 4 A a3




Inbound Servers ()

Configure your firewall to accept email messages from the following Trend Micro Email Security sen

18.208.22.64/26
18.208.22.128/25
18.188.9.192/26
18.188.239.128/26

Click Test Connection.

Point the MX records of your domain to the following Trend Micro Email Security server with the lowest preference value:

tmemsdemo.in.tmes.trendmicro.com

Click Verify.

NOTE: It may take some time for DNS char o take effect, and Trend Micro Email Security will periodically check the chan
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@TREND? Trend Micro Email Security

Stop advanced email threats and spam before
they reach your network
Trend Micro Email Security is an enterprise grade'solution to

threats, and spam. It protects Microsoft® Exchange ™ 8e

Microsoft® Office 365™, Google Gmail, and other hos
on-premises email solutions.

https://ui.tmes.trendmicro.com/en/index.html?_=1680706981104




Politicas divididas en “Proteccion Entrante o Proteccion Saliente” y

subdivididas en distintas features de seguridad

@TREND?‘ Trend Micro Email Security

Dashboard Domains Inbound Protection QOutbound Protection ~ Quarantir

Dashboard Connection Filtering »

Domain-based Authentication »

Managed domain Virus Scan >

Spam Filtering ’

Threats Top Statist o
Content Filtering

. Data Loss P tion (DLP]
Ransomware Details ata Loss Prevention ( )




Existen tres tipos de chequeos aplicables sobre ambas plataformas:

Trend Micro Email Security

Dashboard Domains Inbound Protection ~ Outbound Protection ~ Quarantine ~ Logs ~ Reports Administration

Bosrtse] Connection Filtering ’

Domain-based Authentication » Sender IP Match

Managed domain Virus Scan »  Sender Policy Framework (SPF)

Spam Filtering » DomainKeys Identified Mail (DKIM) Verification

Threats Top Statist o . L. . ,
Content Filtering Domain-based Message Authentication, Reporting and Conformance (DMARC)

Data Loss Prevention (DLP)

Ransomware Details
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es una tecnologia que valida las IP publicas contra una
Base de Datos que contiene los senders de Spam “mas conocidos” y se

encuentra en la (Smart Protection Network).

( Signin )

Home IP Reputation ~ More Info v

Lookup

Add to Global A d List . H
o Global Approved Lis Worned about bEIng SpammEd?

- Don't worry, we are here to help.
Add to Global Blocked List
I Enter an IP address to look up its reputation.

https://servicecentral.trendmicro.com/en-US/ers/




Tipos de listas de reputacion:

F®)TREND.  Email Reputation Services English |~

— [ ]
Dashboard IP Reputation + ®'

Lookup

Enter an IP address to look up its reputation.

IP address: |179.162.150.79

Results

IP: 179.162.150.79
Reputation: Unlisted in the spam sender list
Listed in: None

Feedback: Nominate this IP address to the global approved list

)2023 Trend Micro Inc




Almacena los correos “no deseados” definidos por

politica para ser enviados a cuarentena.

Almacena los correos que no pueden ser enviados por

algin motivo (problema de la propia Plataforma o del

servidor que debe recibirlo).




Trend Micro Email Security & OuTCoN

Dashboard Domains Inbound Protection ~ Outbound Protection ~ Quarantine Logs ~ Reports Administration ~ Help ~

Criteria clete Delive @ Set Download Password Records: 0-0/0 per page

Period: Sender (i) Recipient Subject Reason Rule

4 Last 1 hour =

o No data to display.
Direction:

Incomin
q elete Delive Records: 0-0/0 per page

Recipient: (D)

Press ENTER to separate entries.
Sender: O

Press ENTER to separate entries.

Subject: (D

Visibility: (0
All
Reason:

All

Rule: @

@ TREND?
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023 Trend Micro Inc.

&Y TREN Trend Micro Email Security

Dashboard Domains Inbound Protection ~ Outbound Protection ~ Quarantine Logs ~
End

Logon Methods
Sender Address Ty

Local Account Logon

nethod allows end u: to log on to the End L

Loc ount logon -

Both

to log on to th d onsole with their

bled

Profile End User Console URL

Reports

Administration -

Identity Provider

Help ~

accounis

Applied To

TREND:




@TREND% Trend Micro Email Security

Dashboard Domains Inbound Protection ~ QOutbound Protection ~ Quarantine ~ Logs ~ Reports Administration ~ Help ~
My Reports

My Reports Schedules
Type: All Records: 1-10/24 Page[ﬂ | /3 WM | [10 v |perpage

Period Generated
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Trend Micro Email Security

Dashboard Domains Inbound Protection ~ Cutbound Protection ~ Quarantine ~ Logs ~ Reports

Mail Tr

Add Syslog Server Profile ]

*Port:
Format:

Fac

R E N D g
I3

‘ ’J I o
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¢/ Trend Vision One™ Connection Settings

Connect Product:

Trend Micro Apex One as a Service
Trend Micro Cloud App Security

Connect Product Trend Micro Deep Discovery
Trend Cloud One
Trend Micro Deep Security Software
TippingPoint Security Management System "=
Trend Micro Email Security 7=

Trend Micro Web Security

Cancel

12023 Trend Micro Inc.




Email Solutions

Trend Micro Cloud App Security




Proteccion avanzada
con Trend Micro
Cloud App Security




_—

Cloud App Security

* Proteccion avanzada antiamenazas
* Proteccion de email interna
* Investigacion / Remediacion
* OneDrive / SharePoint / Teams




@8 Exchange

& OneDrive

for Business
B> SharePoint
&S Teams

Google
Workspace

ML

Encuentra amenazas avanzadas y zero-day con técnicas
estaticas y dinamicas incluyendo sandboxing.

Descubrimiento DLP, visibilidad y aplicacion de politicas para
servicios para compartir archivos en la nube.

Integracion directa nube a nube a través de |la API.

Protege email y archivos compartidos.

Administracion centralizada de terminales, servidores y red de
seguridad.

Incluye Vision One XDR y parte de Managed XDR.




Microsoft 365 Trend Micro Cloud App Security (CAS)

== Deteccion
ﬁ de exploit
@ Firmas da @ Firmas de Pre-execution

malware malware @ Machine

Learning

Andlisis en
== Reputacion == Reputacion ﬂ Sandbox
p web y URL p web y URL |
Machine
% Learning para
phishing y BEC




Pre-execution machine learning: Toma caracteristicas claves para
predecir si el archivo es malicioso. Mejora la eficiencia de la entrega de
correos al encontrar malware desconocido antes del sandbox

Deteccion de exploit en documentos: analiza los archivos en
busqueda de exploits conocidos y posibles.

Analisis en Sandbox: analisis de comportamiento en varios SO en
paralelo.




Disponible a través de la integracidn de servicios (CAS)
Inspecciona el correo electronico interno en busca de amenazas avanzadas y fraude

Politicas granulares por grupo de AD

Acciones: etiquetar (advertencia), eliminar, poner en cuarentena

|

Empleado A Empleado B

&




Respuesta y reparacion

Manual Scan For Advanced Threat Protection

Selected Policy for Manual Scan

Policy Name Type Targets Rules Scan Details

Exchange Policy for Executives Exchange Onling Executives = time required: &

La importancia del escaneo
manual que se realiza en
tiempo real.

Showing 1 to 1 of 1 entries

Scan Type

® scan recently: | 1 day(s)

© Scan between: Sep 01, 2017

Report Recipients
[

™ Manual scan does not include Virtual Analyzer scanning.

Cancel
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* Protege el "Chat" y "Teams" de Microsoft Teams para los
archivos y datos sensibles enviados en los mensajes de chat o

compartidos en los canales de Teams
— Proteccién contra amenazas avanzadas en tiempo real

— DLP




I} Office 365

@aExchange & OneDrive
for Business

B> SharePoint @ Teams

mx 22 Dropbox
‘ N Cloud App

Security

M X
Record

Coftware

User
settings

Web
proxy




See more.
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Trend Micro Vision One™

Risk Visibility ) =i _Agent and

"~ Policy Management

Security Analytics + Threat Intelligence

XDR Data Lake (sensor activity data: telemetry, metadata, logs, netflow)

M\ M\ M\ M\ M\

Endpoint Server Cloud Email Network
Security Security Security Security Security

Respond Faster.




Malware Infection Source

94% Email

Datos de la actividad :

* Metadatos de los mensajes
(correo electronico externo +
interno))

* Metadatos adjuntos
* Enlaces externos
* Actividad de los usuarios (logins)

Detectar: ¢ Hay cuentas comprometidas que envian correos electronicos
internos de phishing?

Investiga: ¢ Quién mas ha recibido este correo electronico/amenaza?

Responder: Poner en cuarentena el correo electronico, eliminar el correo
electrdnico, bloquear el remitente, bloquear URLs/archivos




Administration > Service Account

Account Name / Registration Token Service Type Expiration Date Status

nline N/A

ePoint Online

Service: @ Exchange Online & OneDrive for Business

rend Micro Inc




Priority @  Policy

Targets Rules

Exchange Online Policies Blocked Lists for Exchange Online enabled 7 )

Exchange Policy

Default Exchange Policy A

All Users
OneDrive for Business Policies

OneDrive Policy All Users
SharePoint Online Policies

Sharepoint Policy

All Sites

Showing 1 to 4 of 4 entries

Trend Micro Cloud App Security technologies:

® £ A O g %G

— b W
Anti-malware Web reputation ~ Sandbox Pre-execution Anti-phishing Anti-BEC
engine technology technology machine learning  technology using technology using
technology machine learning machine learning

2023 Trend Micro Inc
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EELLTEN

Service

Cloud App Security

Advanced Threat Protection

Exchange Online

Security Filte  Exchange Online
O advanced | Onebrive for Business

O web Reput

SharePoint Online

Dropbox

[ Malware Scanning

Affected User

[ instantdems

Status

ductcloud.me

O quarantined

[ peleteFailure

Data Loss Prevention

Quarantine

Timestamp ~

Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,
Sep 17,

Sep 17,

Crm 17

2020 12:00:36

2020 12:00:24

2020 12:00:24

2020 12:00:23

2020 12:00:20

2020 12:00:

2020 12:00:

2020 12:00:

2020 11:45:

2020 11:45:

2020 11:45:

2020 11:45:

2020 11:45:

2020 11:45:

2020 11:45:

2020 11:45:

2020 11:00:

2020 11:00:

9A9A 140017

Security Filter

Malware Scanning

Web Reputation

Malware Scanning

Web Reputation
Advanced Spam Protection
Advanced Spam Protection
Advanced Spam Protection
Advanced Spam Protection
Advanced Spam Protection
Web Reputation

Malware Scanning
Malware Scanning
Advanced Spam Protection
Advanced Spam Protection
Advanced Spam Protection
Web Reputation
Advanced Spam Protection

Advanced Spam Protection

Ml nen Crmnnina

Automatically delete quarantined items older than 30 day(s)

Security Risk Name

Eicar_test_file

Spyware: [http]l:[/1[/Iwrs21[.]wins.

Ransom_BLOCCATO.SM
Spyware: [http]
Phishing
Phishing

BEC

BEC

Phishing
Spyware: [http]
Eicar_test_file
Ransom_BLOCCATO.5M
BEC

BEC

Phishing

Spyware: [http] JIwrs21[.Jwins.

BEC

BEC

Do mms DI ACCATA CR

wrs21[.Jwins.

wrs21[.Jwins.

Status

Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined
Quarantined

Quarantined

Arimemmbime A

Select Date Range -

Affected User

instantder ductcloud.me
instantdemo@productcloud.me
instantdemc ductcloud.me
instantdemo@productcloud.me
instantder ductcloud.me
instantdemo@productcloud.me

instantdemc rductcloud.me
instantdemo@productcloud.me
instantdemc rductcloud.me
instantdemo@productcloud.me
instantder rductcloud.me
instantdemo@productcloud.me
instantdemc rductcloud.me
instantdemo@productcloud.me
instantder oductcloud.me
instantdemo@productcloud.me

instantder rductcloud.me

instantdemo@productcloud.me

inrtantdnmadinendiibelnd ma

v

File Name
MsgBody
Mail Body
invoice.exe
Mail Body
Mail Body
Mail Body
Mail Body
Mail Body
Mail Body
Mail Body
MsgBody
invoice.exe
Mail Body
Mail Body
Mail B

Mail Body

Mail Body




Cloud App Security lcome demo ~

Dashboard Advanced Threat Protection

Templates 1 Select Date Range ~

Action Details
16} 3 0 nail. LOGON productcloudc
productcloudcas@gmail.com LOGON

. roductcloudcas nail. LOGON o] as@gmail.com
Audit Logs
Cloud App Security DROPBOX_SCHEDULED_SYNC
Security Risk Scan

Ransomware Cloud App Security ONEDRIVE_SCHEDULED_SYNC

virtual Analyzer ; 121: Cloud App Security EXCHANGE_SCHEDULED_SYNC
Data Loss Preventi

ala Loss Frevention Cloud App Security SHAREPOINT_SCHEDULED_SYNC
Quarantine
Audit Logs 5 35: productcloudcas@gmail.com LOGON

O Ac API Integration 14, 20 3 nail.com LOGON ) S ——

OGON . :53 productcloudcas@gmail.com LOGON productcloudcas@gmail.com

: LOGL
O DROPBOX_SCHEDULED_SYNC p 14, ) :36:27 productcloudcs mail.com LOGON productcloudcz mail.com
D EXCHANG EDULED_SYNC ) 35: " LOGON
O ONEDRIVE_SCHEDU SYNC com
O SHAREPOINT_SCHEDULED_SYNC _ i

productcloudcas@gmail.com
O CONNECT_TO_XDR

Cloud App curity DR OX_SCHEDULED_SYNC
O UPDATE_POLICY

Cloud App Security EXCHANGE_SCHEDULED_SYNC

AUTOMATION_API_AUTHENTICATIO...

Cloud App ity ONEDRIVE_SC ULED_S
0 DISCONNECT _FROM_XD. Sl A3 AT s ot et e
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Actividad:
Reconocimiento de Phishing




iMuchas Gracias!
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